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1. Introduction

Note: Typically, individual systems (energy control, lighting, boiler and air-conditioning systems, etc.) 
are measured separately for CO2 accountability. Therefore, installing the BACnet Gateway and 
combining the various systems can help an effective BeMS be more energy efficient and comply 
with national building regulations. 
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1.1. Device limits and compatibility 

• 

o 

o 

o 

o 

• 

o 

o 

o 

1.2. Description of the unit 

• 

o 

o 

o 

•



1.2.1. Front panel LEDs 

• 

• 
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1.3. System overview 

436 BACnet Gateway 
(Router/DALI to BACnet mapping) 

IP Network 

BACnetIP Network IP Network 

Pre-determined Helvar Router and 
DALI device points appear as a BACnet Object 
Types in a single BACnet device. 
Select Helvar points to clarify  
between BACnet network. 
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1.3.1. Helvar devices and DALI networks 

 

Tip: For DALI, SDIM and DMX network installation, refer to the Helvar 950, 905, 910 and 920 routers 
documentation. See also the Designer 5 Recommended Best Practices document for networking 
and system guidelines. 

1.3.2. BACnet/IP network 

Note: For BACnet compliance details, refer to Annex A – Protocol Implementation Conformance 
Statement (Normative) 



2. Configuration

• 

• 

• 

2.1. Configuration pages 

• 

• 

• 

• 

• 

Remember: To apply the changes, press Save or the corresponding Save button. You may need to wait 

until the unit reboots and Refresh the browser. 

To cancel all the unsaved changes, and Refresh the browser. 



2.2. Connect to the 436 BACnet Gateway 

1. 

2. 

3. 

o 

o 

Tip: If the ‘Login’ page fails to appear, use the ping test to confirm 
that the expected IP address is used. 

If the valid ‘User name’ and ‘Password’ fails to launch the 
configuration page, clear the browser cache, and then 
contact technical support for instructions. 

4. 

Tip: Zoom out to display more information. 

2.3. Configure the Comms interface 

• 

• 

Caution: Configure the IP address, the subnet mask and the default gateway according to the applicable 
local network policy. 



2.3.1. Configure the IP config settings 

Caution: The unit must use an IP address compatible with both Helvar routers and the BACnet BMS; for 
example, 10.254.1.x (255.0.0.0). 

1. 

o 

2. 

Note: Use the Helvar search tool provided (available from the Homepage > Support page) to detect 

the 436 Gateway(s) on the IP network. You can also use a BACnet Explorer to detect the unit on 
the BACnet/IP network. 

3. 

(LAN 4) Subnet 4 = IP address 
10.254.1.193 to 10.254.1.254 
Gateway 10.254.1.1 

(LAN 3) Subnet 3 = IP address 
10.254.1.129 to 10.254.1.191 

(LAN 2) Subnet 2 = IP address 
10.254.1.65 to 10.254.1.127 

(LAN 1) Subnet 1 = IP address 
10.254.1.2 to 10.254.1.63 

10.254.1.1 

LAN 5) Subnet 1 = IP address 

10.254.5.2 to 10.254.5.254 

Gateway 10.254.1.1 

) 



Caution: Assign a different IP address to each gateway before networking them. The BACnet device 
instance number also requires changing in order to differentiate the gateways on the BACnet/IP 
network. 

Remember: When you reboot the unit, the connection to it stops. To ensure that the browser shows the 
latest data, clear the browser cache (Ctrl+Shift+Del and the top four options enabled as a 
minimum) before login. 

2.3.2. Configure the comms settings 

1. 

2. 

o 

o 

o 

Caution: This value must be greater than the ‘Last poll duration’ value. Otherwise, ‘Router failure’ BACnet 
Objects may be asserted. 

o



o 

Caution When Discover descriptions is used, it will increase the time taken to display the Routers, 
networks, devices, and groups on the Map points page. 

o 

3. 

Note: Each BACnet device includes a default set of properties that are displayed in a BACnet Explorer. 
They are described in the BACnet PICS: see Annex A – Protocol Implementation Conformance 
Statement (Normative). 

o 

Caution: If the network has more than one 436, each unit 
requires individual Device instance numbers. 

o 

o 

o



Caution Ensure a unique ‘Network number’ is configured for each 436 Interface/Report on the BACnetIP 
network and all devices that need to communicate with each other are using the same 
‘BACnetIP Port’. 

o 

o 

Tip: The ‘APDU Timeout’ and ‘Retries’ may be increased for especially slow networks or networks 
with a high number of errors (e.g., wireless LANs). 

Note The APDUs (Application Layer Protocol Data Units) are used in BACnet to convey the information 
contained in the application service primitives and associated parameters. BACnet APDUs 
consist of protocol control information and, possibly, user data. The variable portion of each 
APDU may contain service-specific information. 

o 

BACnet Internetwork 

BACnet IP Port: 47808 (BAC0) 
Device Instance: 370001 

BACnet IP Port: 47814 (BAC6) 
Device Instance: 200001 
(FD, if defined) 

BACnet IP Port: 47808 (BAC0) 
Device Instance: 200003 

BACnet IP Port: 47814 (BAC6) 
Device Instance: 200002  

BACnet IP Port: 47808 (BAC0) 
Device Instance: 370002 

10.254.0.63 10.254.1.12 

Unicast message 

Broadcast 
message 

Broadcast 
message 

Unicast message 



Tip! IP routers do NOT permit broadcast messages. A BBMD (BACnet Broadcast Message Device) 
sends a unicast message to the specified BBMD device on the other subnet range. 

Note A ‘Who-is’ message is sent by other BACnet devices that need to acquire the address 
information of other devices without creating more network traffic. Other BACnet devices 
respond with an ‘I-am’ message. This hardware automatically send an ‘I-am’ message on start 
up. 

o 

Tip! The ‘Remote subnet’ should remain at 
255.255.255.255. This will allow the broadcast 
‘Who-is’ message across the entire ‘Remote IP 
Address’ range. 

o 

Note An FD is a device on a different IP Subnet, or one that is using a different BACnet Port Number 
(e.g. Not 47808) registered to communicate via 
the BBMD according to the TTL timer. 

Note The device details will be removed when the 
TTL has occurred. 

4. 

2.4. Configure the Map points 

Tip: Use Helvar Designer software to configure the lighting system and to assign IP addresses to 
Helvar routers. All Helvar programming should be completed before you map the points to the 
436 Gateway 



1. 

Note: The 920 router DMX subnet is not displayed as no export information is supported for DMX 
devices. 

Workgroup section 
Discovered workgroup, 
groups and detected 
devices 

Point Mapping section 
Points selected from 
available devices in 
workgroup 

Configuration button section 
Buttons to manage the 
workgroup and map available 
points 

Workgroup 
Router/Subnet/Device 
deselection and Message 
area 



2.4.1. Discover and select workgroups and devices 

• 

• 

1. 

2. 

o 

o 

3. 

4. 

Note If device and group names are not discovered and required, ensure the “Discover description” 
option is ticked in the HelvarNet Settings (see section 2.3.2). If some devices or names are not 
discovered first time, try discovering changes or clearing the tree and discovering again. This 
could happen if there is a busy network.  

 Ticking this option will result in a longer discovery time. 

Deselection 
and message 
area 

Discovered 
workgroups 



5. 

Tip: Detected Helvar routers are identified by the 
router type and IP Address, i.e. router 920 at IP 
Address 10.254.1.16. 

6. 

o 

Tip: You can use the workgroup tree to confirm that 
the expected routers and connected devices are 
available. 

2.4.2. Configure the mapping to BACnet 

object types 

1. 

o 

o 

2. 

i. 

Tip: To add group parameters from all groups, select the ‘Groups’ folder. 



ii. 

iii. 

iv. 

Notes: The Groups icon indicates that you have selected 

some parameters. 

 The exclamation mark icon shows that not all group 
parameters have been selected/exported. 

v. 

Note: You need to add at least one router to the export table 
for control and monitoring of groups. 

i. 

ii. 

iii. 

iv. 

v. 

i. 



ii. 

iii. 

iv. 

Notes: The Helvar router and Helvar router subnet 
icons indicate that parameters have been 
selected. 

The exclamation mark icon indicates that not 
all ‘Device’ parameters have been 
selected/exported. 

v. 

3. 

Note: The bottom bar shows the current total 
number of configured device limitations. 

Default BACnet Export Points 



2.4.3. Edit the BACnet table 

Note: The BACnet Protocol Implementation Conformance Statement (PICS) describes the 
implementation of BACnet protocol in the BACnet Gateway: see Annex A – Protocol 
Implementation Conformance Statement (Normative). 

1. 

Select 
all 



Note: ‘Load’ refers to parameters derived from devices connected to the Helvar router subnets. 

o 

o 

o 

2. 



Tip: To remove all configured points, set the top most 

tick box , and then press Unmap points. 

Note: Check the default BACnet Object name applied. 
Group parameters appear as ‘<Group No.> 
<parameter name>’, router parameters appear as 
‘Router <IP address> <parameter name>’, and 
subnet devices appear as ‘Load <IP 
address.subnet.device address>’ <parameter 
name’. 

3. 

o 

Configure the mapping to BACnet 

object types

Caution: A warning message appears if a duplicated BACnet 
Object type, AV, AO, AI or BI instance number is 
detected. 

o 

Value increased 
by less than 1 

1.00 

COV 
threshold 

Value increased 
by more than 1 

COV 
message 
sent 



Note: Typically, BACnet servers wait for a BACnet client to request data before responding, but this 
optional BACnet property sends a COV message when the COV threshold is exceeded. 

o 

Caution: A warning message appears if a duplicated BACnet Object Name is detected. 

4. 

Note: The % unit refers to the Direct level parameter. It writes the percentage of light used in the 

corresponding group. The W unit refers to the Power consumption parameter. It reads 

the amount of power used in the corresponding group. 

5.



2.4.4 BACnet Gateway Points List 

⁴

⁴

⁴

⁴

⁴



Caution: If events and data such as PIR status, light level sensor measurements and active power 
consumption are required more frequently than 5 minutes, it is recommended to balance the 
capacity of points exported with the desired poll duration (i.e. reduce number of exported 
points to reduce poll cycle time). The “Last poll duration” timing is displayed in the HelvarNet 
comms settings described in section 2.3.2 (image below). The user can use this reading to 
balance the required timing vs the number of points exported on the 436. 



⁴ 



2.4.5 Using the Copy/Paste function 

Remember Use only alphanumeric characters, a-z, A-Z, 0-9, . and – when using a spreadsheet to define your 
Helvar router points and the corresponding BACnet Object. 

1. 

2. 

Tip: Enable the tickbox to the left of the 
Source in the table header to select all 
the existing configuration. 

1. 

Select 
all 



2. 

Caution Ensure each BACnet Object Type Instance 
MUST have a unique BACnet Instance 
Number (Col: F) and Object Name (Col: H). 

The Units (Col:I) must be set according to the corresponding BACnet Object Name. 

3. 

Caution The Paste function will not be able to populate a 436 Gateway that does NOT have 
devices/parameters from the connected Helvar Routers selected, and will overwrite an existing 
configuration. It will fail if the spreadsheet does not include an existing ID or if the ID cell of an 
existing point is not completed. 

2.5. Backup and restore settings 

Restore: Backup 

configuration or change device firmware

2.5.1. Create a backup 

Restore: Backup configuration or change device firmware

Do NOT change in spreadsheet Changes possible in spreadsheet 

CTRL+C to copy 

CTRL+V to paste 



Tip: Use the backup function (‘Back up and restore’ page), before performing any additional changes 
and after checking that any configuration changes operate correctly. If it is not possible to 
complete the update, this function will allow you to restore the unit to a known operating 
condition without losing data. 

1. 

Caution: Browsers may automatically download the file to the 
computer ‘Downloads’ folder. This will overwrite any 
file with the same filename. 

Note: The Backup files do not have a file extension. They contain only configuration files, including 

the ‘IP config’ settings, ‘HelvarNet settings’, ‘BACnet settings’, and ‘Map points’ page 
configuration. 

2. 

Caution: Do NOT select ‘Open file’. Using ‘Open file’ may corrupt the backup file. 

3. 

2.5.2. Restore: Backup configuration or change device firmware 

1. 

2.



Tip: The device beeps steadily while the backup or update files are being loaded. A fanfare indicates 
that the process is complete, and the device restarts automatically. 
The ‘Login’ page will appear when the IP connection has been re-established. This may take 
several minutes and may require a Refresh of the browser. 
To confirm that updates have been successfully applied, press ‘Show version info’ button on the 
‘Home’ page. 

2.6. Configure the Login Security 

Caution: Changing and retaining the password is the responsibility of the user/customer. However, it may 
be possible to restore the default password. If required, contact your Helvar support 
representative for further details. 

1. 

• 

• 

Tip: Press Go back to return to the configuration pages. 

Press Logout (at any time) to exit the configuration pages immediately. 

2. (Admin)

3. 

Caution: Login security can be successfully controlled only if the password is carefully distributed. 

4. 

Tip: A random combination of numbers and uppercase and lowercase letters provide a secure 
password setup. 

5.



3. Order code



4. Protocol Implementation Conformance (PIC) Statement



Annex A – Protocol Implementation Conformance Statement 

(Normative) 
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